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Audit Resources 

Title Name Email  Telephone 

Audit Manager Gill Martin Gill.Martin1@cumbria.gov.uk 01228 226254 

Lead Auditor(s) David Kendrick David.Kendrick@cumbria.gov.uk 01228 226254 

 

 

Audit Report Distribution  

For Action: Simon McVey, Assistant Director Policy & Performance 

Andrea Wilson, Human Resource Services Manager 

For Information: Debbie Storr, Director – Policy and Performance  

Helen Smith, Financial Services Manager 

Jane Barker, Principal HR Advisor 

Audit Committee The Audit Committee, which is due to be held on 23rd April 2015 will receive the Executive Summary (sections 1-4) and 

the Management Action Plan (section 5) 
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1. Background

1.1. This report summarises the findings from the audit of Payroll. This audit was a planned audit assignment which was undertaken in accordance 

with the 2014/15 Audit Plan.  

 

1.2. The Payroll is a key process located within the Human Resources Services section. Each month approximately 400 staff are paid through the 

iTrent system and this can rise to approximately 700 when election staff are included. The audit was conducted to provide an assurance that the 

iTrent payroll controls are operating effectively.  

 

2. Audit Approach 
 

2.1. Audit Objectives and Methodology 

 

2.1.1. Compliance with the mandatory Public Sector Internal Audit Standards requires that internal audit activity evaluates the exposures to risks relating 

to the organisation’s governance, operations and information systems.  A risk based audit approach has been applied which aligns to the five key 

audit control objectives which are outlined in section 4; detailed findings and recommendations are reported within section 5 of this report. 

 

2.2. Audit Scope and Limitations 

 

2.2.1. The Audit Scope was agreed with management prior to the commencement of this audit review. The Client Sponsor for this review was the 

Assistant Director - Policy & Performance and the agreed scope areas for consideration were identified as follows: 

 

 Establishment and budgetary controls (to include measures of accuracy, completeness, accountability and monitoring arrangements). 

 Staffing and supervision (to include segregation of duties, capacity and reporting lines) 

 Compliance with legislation and documented procedures (identification / implementation of changes, staff awareness, training, adherence) 

 Security (to include system / file access, monitoring of changes, compliance with Data Protection Act, contingency arrangements). 

 Payroll data / transactions (to include starters and leavers, variations, deductions and timely transfer of information to third parties). 

 System reporting (to include the identification / address of errors / exceptions) 

 Payments and reconciliation (to include timeliness, accuracy, authorisation and completeness checks & timely payments to the correct staff). 

 

2.2.2. There were no instances where the audit work undertaken was impaired by the availability of information.  



Executive Summary South Lakeland District Council | Audit of Payroll 

      
 
Cumbria Shared Internal Audit Service: Internal Audit Report Page 3 

 
 

  

3 

 

3. Assurance Opinion 
 

3.1. Each audit review is given an assurance opinion and these are intended to assist Members and Officers in their assessment of the overall level of 

control and potential impact of any identified system weaknesses.  There are 4 levels of assurance opinion which may be applied. The definition 

for each level is explained in Appendix A. 

 

3.2. From the areas examined and tested as part of this audit review, we consider the current controls operating within Payroll provide Reasonable 

assurance.    

 

 Note: as audit work is restricted by the areas identified in the Audit Scope and is primarily sample based, full coverage of the system and 

complete assurance cannot be given to an audit area. 

 

4. Summary of Recommendations, Audit Findings and Report Distribution 
 

4.1. There are three levels of audit recommendation; the definition for each level is explained in Appendix B.  

 

4.2. There are 5 audit recommendations are arising from this audit review and these can be summarised as follows: 

No. of recommendations 

Control Objective High Medium Advisory 

1. Management - achievement of the organisation’s strategic objectives achieved  - - - 

2. Regulatory - compliance with laws, regulations, policies, procedures and contracts (see section 5.1.) - 1 1 

3. Information - reliability and integrity of financial and operational information (see section 5.2) - 2 1 

4. Security - safeguarding of assets  - - - 

5. Value - effectiveness and efficiency of operations and programmes   - - - 
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4.3. Strengths: The following areas of good practice were identified during the course of the audit: 

 There are dedicated staff resources in place which are experienced and qualified (as appropriate). 

 There is sufficient / appropriate staff resource to cover annual leave, sick leave. 

 A lead (responsible) officer ensures all new and emerging legislation is identified and incorporated into the system.  

 The requirement for confidentiality is clearly relayed to staff e.g. in contracts of employment / induction. 

 System validations are in place to ensure all input data is complete. 

 Variations (including new starters, and pay adjustments) are properly authorised and received on official forms. 

 Records of hours worked and allowances paid such as overtime and travel expenses are properly certified prior to payment. 

 System reporting highlights key changes (e.g. new starters, leavers, changes to payment details etc.). 

 There is adequate budget monitoring by Finance and the budget holders.  

 Payment is authorised by BACS with cheque payments made only in exceptional circumstances 

 Robust access permissions have been established to restrict access within the system. 

 Access permissions enforce separation of duties and prevent unauthorised access & inappropriate amendment. 

 Adequate contingency arrangements are in place to ensure the continuity of payroll and availability of information. 

4.4. Areas for development: Improvements in the following areas are necessary in order to strengthen existing control arrangements: 

 

4.4.1. High priority issues:  

 None 

 

4.4.2. Medium priority issues: 

 Management should further enhance the documentation of current procedures as a means to ensure good practice is followed. For example. 

to provide clearer confirmation that each pay element in iTrent has been agreed for each leaver through the use of a separate form on which 

to record this information; 

6. Other considerations from previous audits (see section 5.3.) 

- Implementation of previous recommendations/impact of outstanding recommendations. 

- See 

5.3.1. & 

5.3.2 

- 

Total Number of Recommendations - 3 2 



Executive Summary South Lakeland District Council | Audit of Payroll 

      
 
Cumbria Shared Internal Audit Service: Internal Audit Report Page 5 

 
 

  

5 

 Management should review the current working arrangements to ensure that there is adequate supervision and separation of duties;  

 Arrangements should be made to include the provision of independent sample checking of iTrent input, confirmation of the correct outcome of 

any changes made to the system and agreement of key exception reports and deductions.  Within this, management should consider 

introducing an exception report checklist to be used as part of the supervisory role to enhance the controls around segregation, completeness 

and timeliness of processing. 

 

4.4.3. Advisory issues: 

 Version control should be introduced to ensure that updated documented procedures can be tracked; 

 The establishment report should be shared with budget holders for monthly Management review and direct reconciliation to budget. 

 

Comment from the Assistant Director - Policy and Performance 

I am pleased that the audit has identified the many strengths listed in paragraph 4.3 with no errors whatsoever and has recognised the 

dedicated and experienced staff resources within the team. We will however review the current working arrangements as recommended. 
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5. Matters Arising / Agreed Action Plan 
 

5.1. Regulatory - compliance with laws, regulations, policies, procedures and contracts. 

               ● Medium priority (R1) ● Advisory issue (R2) 

Audit finding Management response 

5.1.1. Absence of detailed procedures / No use of Version Control 

Documented procedures are currently in the form of work flow process flowcharts which are at a 

high level and which could be strengthened to include additional detail. This would enable standard 

routines to be understood and followed by new and existing members of staff. Although we 

acknowledge that the work flow process flowcharts are complemented by iTrent manuals, these do 

not include descriptions of the local processes and routines which need to be carried out around 

the computer system e.g. Supervisory reviews, dates of processing, and delivery of deduction 

documentation to Finance etc. One specific example identified during the audit is that checks of the 

pay calculations for leavers (to ensure iTrent calculations are correct) are currently undertaken on 

the face of the Notification of Employee Leaving form. This is informal and could lead to some 

payroll elements not being checked (e.g. overtime). 

 

We also noted that the work-flow process flowcharts are not currently version controlled. 

Agreed Management action:  

Rec 1 - Payroll has a very complex set of 

procedures which govern the work, timings and 

work flow activities.  It cannot be simply “picked up” 

by anyone and would require someone with payroll 

expertise to run. However it is agreed that the 

existing flowcharts would benefit from being 

strengthened. 

 

Rec 2 -Version control has now been introduced. 

 

Recommendation 1:  

Management should further enhance the documentation of current procedures as a means to 

ensure good practice is followed, crucial routines are not omitted and as a basis for training and 

staff appraisal. E.g. A new form could be designed to enable clear confirmation that each pay 

element in iTrent has been agreed for each leaver. The form could be scanned in to the Information 

at Work system with the rest of the leaver documentation. 

Recommendation 2:  

Version control should be introduced to ensure that updated documented procedures can be 

tracked; this should include date of update, areas updated and author. 
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Risk exposure if not addressed: 

 Misunderstandings may exist with regard to the correct procedure at various stages of the 

payroll process 

 There may be a lack of a consistent approach across the team. (E.g. Key exception reports 

may not be run or checked with discrepancies identified and adjustments made).   

 Lack of guidance and support to staff and difficulties in gauging their performance where 

procedures are not comprehensively documented. 

 Out of date procedures may be used.  

 

Responsible manager for implementing:  

HR Services Manager 

Date to be implemented: 

30/09/2015 

 

5.2. Information - reliability and integrity of financial and operational information. 

● Medium priority (R3) ● Medium priority (R4)  

Audit finding Management response 

5.2.1. Adequacy of supervision & separation of duties/ responsibilities 

The levels of staff resources within the Payroll Section and current team structure and reporting 

lines do not allow for adequate levels of supervision & separation of duties. Control currently relies 

on peer review between the two payroll officers with no independent managerial checks currently in 

place. 

In particular there are no independent supervisory checks in respect of: 

 Input to iTrent, e.g. New Starters, Changes to pay or Leavers to ensure accuracy and 

compliance with procedures 

 Changes to the system carried out in order to comply with changes in legislation and the 

impact that this has on payroll calculations 

 Key exception reports to confirm any discrepancies have been identified and correctly 

adjusted. (We noted that there is currently no complete list of exception reports which can 

be referred to each month to ensure that all reports have been run, checked, adjustments 

made, and re-run to validate any corrections). 

 Deduction calculations prior to submission to Finance for payment. 

Agreed Management action:  

Rec 3 - the current working arrangements will be 

reviewed. 

 

Rec 4 - this will be considered as part of 

Recommendation 3 above. 
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Recommendation 3:  

Management should review the current working arrangements to ensure that there is adequate 

supervision and separation of duties 

Recommendation 4: 

Arrangements should be made to provide for independent sample checking of input to iTrent, 

confirmation of the correct outcome of any changes made to the system and agreement of key 

exception reports and deductions. As part of this, management should also consider introducing an 

exception report checklist to be initialled by a supervisory role, as an independent reviewer, to 

confirm that all exception reports have been run and any anomalies have been correctly 

investigated and adjusted. 

Risk exposure if not addressed: 

 Lack of an established supervisory role in a key payment function 

 Potential for longstanding errors which may go undetected due to familiarity of processes 

 Reliance placed on goodwill of long serving team members  

 Lack of overview to ensure compliance with expected / updated procedures. (E.g. Key 

exception reports may not be run or checked with discrepancies identified and adjustments 

made). 

Responsible manager for implementing:  

Assistant Director Policy and Performance,  

Date to be implemented: 

30/09/2015 

 

● Advisory issue 

Audit finding Management response 

5.2.2   Staff Establishment Reports  

Establishment lists showing the  names, personal reference numbers, grade, hours and post titles 

occupied by all staff are not produced (independently of Payroll) and reviewed by  budget holders 

to ensure accuracy and completeness of the payroll. 

Some reliance can be placed upon the ongoing review of the Establishment by an HR Advisor and 

the general monthly budget monitoring undertaken by budget holders although these arrangements 

could be enhanced to provide additional assurance over accuracy and completeness of the payroll. 

Agreed Management action:  

Rec 5 - The Establishment List reported to HR 

Committee is being reviewed and this will be sent 

to the Operational Managers prior to finalising. The 

new functionality within the HR system provides 

better reporting and will be developed for 

Managers. 
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Recommendation 5:  

The current establishment report should be shared with budget holders to enable monthly 

Management review and direct reconciliation to budget.  

Risk exposure if not addressed: 

 Budget holders may not be aware if staff from other departments have been charged to their 

budget; 

 Payroll accuracy cannot be wholly determined. 

Responsible manager for implementing:  

Principal HR Advisor 

Date to be implemented: 

30/09/2015 
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5.3. Outstanding Actions from Previous Audit Review 

5.3.1.Establishment Reconciliation Reports not circulated        01/07/2014 

The Council does not currently distribute Establishment Reconciliation Reports 

to Assistant Directors and Service Heads. 

Associated risks: 

 Budget holders may not be aware if staff from other departments 

have been charged to their budget and/or if staff within their own 

departments have been charged to other budget holders.  

Previous Recommendation :                                  Grade B (medium priority)  

The Council should ensure the monthly production and distribution of 

‘Establishment Reconciliation Reports’ to Assistant Directors and Service 

Heads is re-commenced. 

Previously agreed action to be taken:  

Management has previously accepted this risk as they see other 

compensatory measures to be in place and have confidence in these 

arrangements.  

Current status: Not Implemented.  

Conclusion: 

This recommendation could be achieved through the broadening of existing reporting measures. 

Further action required? 

Yes - see 5.2.3 

 

5.3.2. Completeness of detailed procedures                             01/07/2014 

Payroll procedures do not reflect all aspects of the payroll system and current 

processing arrangements.  For example, processing the payroll interface with 

the general ledger 

Associated risks: 

 Errors and/or delays in payroll processing in the event of staff 

absence 

Previous Recommendation:                                    Grade B (medium priority) 

Management should ensure that payroll procedures are comprehensive and 

up to date. 

 

Previously agreed action to be taken:  

Process re-mapping exercise scheduled for July / August 2014 to 

capture iTrent updates and changes to processing of VAT, payments 

etc. processes. 

Current status:  Partially implemented. Although work flow process flowcharts have been prepared these are not sufficiently detailed and the iTrent 

process manuals do not capture non-system processes. 

Conclusion: More detailed procedures are needed to sufficiently cover all processing arrangements. Further action required? Yes - see 5.1.1. 
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Audit Assurance Opinions 

There are four levels of assurance used; these are defined as follows: 

 

 

Definition: Rating Reason 

Substantial  There is a sound system of internal control designed to achieve 
the system objectives and this minimises risk. 
 

The controls tested are being consistently applied and no 
weaknesses were identified. 
 
Recommendations, if any, are of an advisory nature in context of 
the systems and operating controls & management of risks. 

Reasonable There is a reasonable system of internal control in place which 
should ensure that system objectives are generally achieved, 
but some issues have been raised which may result in a degree 
of risk exposure beyond that which is considered acceptable. 

Generally good systems of internal control are found to be in 
place but there are some areas where controls are not effectively 
applied and/or not sufficiently developed.  
 
Recommendations are no greater than medium priority. 

Partial The system of internal control designed to achieve the system 
objectives is not sufficient. Some areas are satisfactory but there 
are an unacceptable number of weaknesses which have been 
identified and the level of non-compliance and / or weaknesses 
in the system of internal control puts the system objectives at 
risk. 
 

There is an unsatisfactory level of internal control in place as 
controls are not being operated effectively and consistently; this is 
likely to be evidenced by a significant level of error being 
identified.  
 
Recommendations may include high and medium priority matters 

for address. 

Limited / None Fundamental weaknesses have been identified in the system of 

internal control resulting in the control environment being 

unacceptably weak and this exposes the system objectives to an 

unacceptable level of risk. 

Significant non-compliance with basic controls which leaves the 
system open to error and/or abuse. 
 
Control is generally weak/does not exist. Recommendations will 

include high priority matters for address. Some medium priority 

matters may also be present. 
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Grading of Audit Recommendations 

Audit recommendations are graded in terms of their priority and risk exposure if the issue identified was to remain unaddressed. There are three levels of 

audit recommendations used; high, medium and advisory, the definitions of which are explained below. 

 

Definition: 

High ● Significant risk exposure identified arising from a fundamental weakness in the system of internal control 

Medium ● Some risk exposure identified from a weakness in the system of internal control  

Advisory ● Minor risk exposure / suggested improvement to enhance the system of control 

 

 
 


